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Deciding whether to build in-house or to buy services from outside providers
for fraud prevention requires evaluating a number of factors, including cost,
time, and headcount. This eBook examines the various factors.
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Key Factors to Consider
Begin with the end in mind. There are a number of
reasons why eCommerce operations should strive for
enterprise-class fraud prevention, but the two most
important are:
• 	With Card Not Presented (CNP) fraud losses projected to
soar 80% by 2020,1 employing less-than-enterprise-class
fraud prevention will expose eCommerce operations to
reduced profitability.
• 	Enterprise-class fraud prevention solutions have been
shown to deliver substantial ROI through reduced fraud,
increased revenue, and lower fraud mitigation costs.

CNP Fraud Losses

80%

increase

eCommerce operations evaluating which approach provides
the best overall ROI – building in-house or buying outside
services – must weigh 3 primary factors:
1. 		 Cost
2. Time
3. Headcount
In addition, fraud prevention introduces two secondary –
but significant considerations – that substantially affect
cost, time, and headcount:
• PCI Compliance
• Data Center Security (Risk of Breach)

http://info.kount.com/request-a-demo

2017
Losses

2020
Losses
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Cost: Multiple Areas to Consider
What’s your starting point? The table at right shows a
comprehensive list of costs associated with Build vs. Buy
approaches. The maturity of your organization will impact
these costs, particularly when building in-house capabilities.
BUILD: New companies or startups will have large upfront
costs. Established companies with systems already in place
will likely incur lower costs as they need only to upgrade
their capabilities. Regardless of whether you’re a new
company or an established operation, recurring support and
maintenance costs will be similar.
BUY: Upfront costs will be fairly low, regardless of whether
you’re just starting up or an established eCommerce
business. Recurring costs will be the same for both new and
established operations.

COSTS TO BUILD

COSTS TO BUY

Upfront Costs

Upfront Costs

Labor Costs: Risk Strategy & Design

Integration & Implementation

Labor Costs: Development &
Implementation

Local Hosting (Optional)

Physical Technology & Infrastructure

Recurring Costs
IT Teams and Resources
Risk Operations Team
Fraud Management Team

Recurring Costs
Subscription Fee
Per Transaction Fee
In-House Fraud Program Manager
In-House Manual Review Staff
Identity Lookup Services

In-House Manual Review Staff
Identity Lookup Services
Additional Tools & Signals
System Investments and Upgrades

Different costs. Both approaches entail unique types of costs that will affect
the budgets of online eCommerce operations differently.
http://info.kount.com/request-a-demo
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EXAMPLE: Total Cost of Ownership
Five-year projections. The table below employs industry standard costs and benchmarks to project the estimated expenses for an
eCommerce operation processing 10 million transactions in year 1, and experiencing 7% growth years 2-5. The example assumes a new
company with little or no fraud prevention capabilities. Established eCommerce operations with existing fraud prevention capabilities will
experience lower upfront costs, but the same recurring costs.

5 Year Total Cost of Ownership Over 5 Years — Build vs Buy
BUILD

BUY

Upfront Costs
Amount
Highly Skilled Labor: Risk Strategy & Design
$1-2 Million
Highly Skilled Labor: Development & Implementation
$1-2 Million
Physical Technology & Infrastructure
$750k - $1.5M

Frequency
Once (Year 1)
Once (Year 1)
Once (Year 1)

Recurring Costs
Amount
IT Teams and Resources
$750,000
Risk Operations Team
$300,000
Fraud Management Team
$1,015,000
In-House Manual Review Staff (10% of orders)
$1,500,000
Identity Lookup Services (10% of orders)
$80,000
Additional Tools & Signals (Device ID, IP Proxy Detection) $350,000
System Investments and Upgrades
$200,000

Frequency
Annually
Annually
Annually
Annually
Annually
Annually
Annually

Year 1
Year 2
Year 3
Year 4
Year 5
5 year Total Cost of Ownership

$8,320,000
$4,195,000
$4,195,000
$4,195,000
$4,195,000
$25,100,000

Upfront Costs
Integration & Implementation
Local Hosting (optional)

Amount
$25,000
$10,000

Frequency
Once (Year 1)
Once (Year 1)

Amount
$20,000
15 cents
$115,000
$1,500,000
$80,000

Frequency
Annually
Monthly
Annually
Annually
Annually

Year 1
Year 2
Year 3
Year 4
Year 5
5 year Total Cost of Ownership

$3,250,000
$3,320,000
$3,432,350
$3,552,565
$3,681,194
$17,236,109

Recurring Costs
Subcription Fee
Per Transaction Fee
In-House Fraud Program Manager
In-House Manual Review Staff (10% of orders)
Identity Lookup Services (10% of orders)

* Estimate assumes Year 1 annual volume of 10 million transactions with 7% growth in volume per year.

http://info.kount.com/request-a-demo
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Time
More than just dollars. In addition to projected costs,
both the Build and Buy approaches require an investment of
time by organizations as they acquire, deploy, and maintain
either in-house or third-party solutions. Three areas where
eCommerce operations will see the biggest time impacts are:
1.		 Evaluation
2. Implementation
3.		 Maintenance
NOTE: This section focuses on time impacts only. The costs
associated with the time required have been factored into
the cost projections on page 5.

http://info.kount.com/request-a-demo

eBook

7

FRAUD PREVENTION: THE COST ANALYSIS OF BUILD VS. BUY

eBook

Evaluation
Decisions, decisions. Most eCommerce retailers run lean.
With little spare bandwidth, the amount of time required to
evaluate products, vendors, and new hires for either a Build
or Buy strategy is an important factor to weigh.
BUILD: New companies sorting through vendors and
products will face a huge number of decisions, from
evaluating servers, virtualization, switches, firewalls, etc., to
comparing systems integrators and eCommerce solutions,
to choosing third-party tools. Mature operations with an
established infrastructure and vendor base will require
fewer evaluations, however, an evaluation period of 90120 days is not out of the question. In addition, substantial
time will be needed to recruit, vet, and hire internal staff to
develop and run the new or upgraded system.
BUY: For companies piecing together a workbench solution,
there are hundreds of ad hoc tools and solutions to
consider, which means significant evaluation time. For
businesses pursuing an all-in-one approach, however, the
field of providers is much more limited, which significantly
reduces evaluation time. Time needed to evaluate system
integrators will vary widely depending on whether a
workbench (high) or all-in-one approach (low) is followed.
Finally, both approaches require fewer in-house staff
members than Build, so hiring will take less time.

COSTS TO BUILD
Anti-Fraud System & System Integration Providers
New Operation
39-120 Vendor & Product Evaluations
Mature Operation
3-23 Vendor & Product Evaluations

Headcount
New Operation
4-12 New Hires
Mature Operation
0-3 New Hires

COSTS TO BUY
Software, Hardware, System Integration & Data
Services Providers
New or Mature Operation
Workbench Approach: 29-99 Vendor & Solution Evaluations
All-In-One Approach: 3-20 Provider Evaluations

Headcount
New or Mature Operation
0-3 Hires

Decision tree. Depending on the maturity of your organization and
approach you pursue, you could be tasked with deciding upon as many
130+ vendors, products and new hires, or as few as three.

http://info.kount.com/request-a-demo
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Implementation
Procure, test, deploy. Once you’ve decided on the
providers and solutions to deploy, the next factor that
affects timing is implementation. Obviously, how well your
existing fraud prevention system is currently working will
affect the urgency of your decision.
BUILD: 6-18 months to rollout. Newly formed eCommerce
operations will typically experience longer timelines, as
their procurement list is often longer, and it’s usually
necessary for them to first bring on the requisite IT and Risk
Management staff before beginning implementation. For
mature organizations, some or all of those resources will
already be in place, and so timelines will be shorter. One
critical factor to consider is the available bandwidth within
your IT group. For many organizations, backlogs due to
existing projects can delay new IT initiatives like 		
fraud prevention.
BUY: 10 days – 3 months to rollout. Whether for new or
mature operations, most outside fraud prevention solutions
have modest integration timelines, particularly those
that offer pre-defined modules built to support specific
eCommerce platforms. And even if additional integration
work is needed, the time to stand up a third party service is
typically less than even the speediest Build project, due to
the much smaller scope involved.

http://info.kount.com/request-a-demo
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Maintenance
Keep on keeping on. Once your fraud prevention system is
operational, time will be required for 1) ongoing operations,
2) adapting to eCommerce developments (i.e, mobile
commerce, virtual reality shopping, etc.), and 3) preparing
for new threats.
BUILD: Your IT staff will spend considerable time
maintaining the IT infrastructure that supports your fraud
prevention system. Your fraud team will spend much of
their time on day-to-day fraud prevention, so it’s important
that your fraud prevention system enables as much
automation as possible to minimize costly manual tasks.
And since fraud is always evolving, the Statisticians and
Senior Fraud and Risk Analysts on staff must devote time to
on-going education in order to keep current with
emerging trends.
BUY: Many outside fraud prevention services use a
Software-As-A-Service (SaaS) model, which requires little
or no IT maintenance by your IT group. Further, automation
is a central feature of most third party fraud prevention
systems, so your fraud team will spend less time on
time-consuming manual tasks. On-going training and
maintenance is still necessary, but because higher level Risk
Management functions reside with the provider, this impact
is much less than in the Build scenario.

http://info.kount.com/request-a-demo
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Headcount
An organization is as good as its people. In addition
to cost and time, both the Build and Buy approaches
require a certain level of staffing and headcount in order to
deliver and sustain enterprise-class fraud prevention. Two
areas where eCommerce operations will see the biggest
headcount impacts are:
1. 		 Expertise
2.		 Scale
NOTE: This section focuses on personnel impacts only. The
costs associated with the headcount required have been
factored into the cost projections on page 5.

http://info.kount.com/request-a-demo
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Expertise
A battle of minds. CNP fraud is now the province of global
fraud rings operated by supra-national criminal gangs.
Keeping pace with their advancements in strategies, tactics,
and techniques is vital to winning the fight against fraud.
BUILD: Even online retailers who invest heavily in internal
Risk Management expertise will face challenges. For
example, the “Small Data” available to an individual online
merchant is a considerable handicap. Even the most
ingenious Fraud Analyst is constrained in the insights he
can extrapolate from a limited data pool. And as the level
of fraud sophistication continues to grow and the need to
invest in greater and greater levels of expertise expands, the
larger question becomes: “Do you want to be an online retail
expert or a fraud prevention expert?”
BUY: With fraud prevention as their core business, outside
providers have every incentive to invest in the necessary
expertise needed to fight today’s increasingly sophisticated
fraudsters. Further, they have the ability to spread these
investments over hundreds of customers. In addition, many
third party fraud prevention providers today have access
to “Big Data,” and the network effect that comes with
processing transactions from thousands of merchants and
millions of buyers, enabling them to more effectively apply
their expertise and defeat fraud.

http://info.kount.com/request-a-demo
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Scale
Where do you want to be in five years? For many, if
not most online retailers, strong growth is key to achieving
economies of scale, securing better margins, and delivering
better returns to owners and investors. Therefore, it’s
essential that a fraud prevention system makes it possible
to scale staff size efficiently as transaction volume grows.
BUILD: With careful forecasting, online retailers can plan
for projected increases in headcount. However, volatility
in sales can create problems, either through shortfalls in
fraud prevention staff in the event of surges in transaction
volumes, or excess overhead if lulls are encountered. Either
can negatively impact profits.
BUY: The top 7-10 fraud prevention providers offer flexible
bandwidth that easily accommodates even large swings in
transaction volume for individual online retailers. What’s
more, their near-universal use of automation mitigates
the need for additional headcount when transaction
volume surges. As a result, maintaining profitability is less
dependent on precise planning.

http://info.kount.com/request-a-demo
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Compliance & Security
The unique requirements of fraud prevention. In addition
to the conventional cost, time, and headcount impacts of
the Build vs. Buy approaches, fraud prevention introduces
two factors that affect all three areas and merit 		
special attention:
• PCI Compliance
• Data Center Security

http://info.kount.com/request-a-demo
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PCI Compliance
Meeting the standard. Top-performing, enterprise-class
fraud prevention systems comply with the Payment Card
Industry Data Security Standard (PCI-DSS), a worldwide
information security standard created to help prevent credit
card fraud through increased controls around data and its
exposure to compromise.
BUILD: In addition to the immense cost involved in
maintaining a data center that complies with PCI-DSS,
there are additional costs and time requirements for online
retailers that choose the Build approach. For example, your
staff of Statisticians and Senior Fraud and Risk Analysts will
need to participate in regular audits and maintenance to
make sure they are compliant.
BUY: Customers of fraud prevention providers can, in
essence, “outsource” their PCI compliance. By using a fraud
prevention provider that is PCI-compliant, online retailers
can avoid the high costs, significant time requirements, and
high-level staff essential to maintaining compliance with this
critical industry standard.

http://info.kount.com/request-a-demo
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Data Center Security
The era of the breach. Hundreds of online and
conventional businesses have experienced a data breach,
with close to 7 billion data breaches recorded since 2005.1
Online retailers need to weigh the costs, risks, and exposure
associated with fraud prevention and data security.
BUILD: The cost, time, and expertise needed to build and
maintain an in-house data center with Tier-3 or Tier-4
security is enormous. Yet even organizations possessing the
most sophisticated security systems have been breached
in the past 10 years. Today, companies like Target, T-Mobile,
Yahoo, and Nieman Marcus face multi-million dollar
lawsuits. Consequently, online retailers who choose to Build
may find it best to outsource their hosting to data centers
that specialize in complying with the PCI-DSS.
BUY: Securely processing data is core to the mission of
fraud prevention providers. That’s why top providers are
PCI-compliant, using primary and redundant data centers
that meet the PCI-DSS. The higher costs of sustaining this
level of security is amortized across all customers, helping
reduce the economic impact.

http://info.kount.com/request-a-demo
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Summary
Weighing the variables. Keeping in mind that enterpriseclass fraud prevention is the goal – with its strong ROI in the
form of reduced fraud, increased revenue, and lower fraud
mitigation costs – the following conclusions can be reached:
BUILD: For most eCommerce operations, the Build approach
will be more expensive, require more time, and impact
headcount significantly. Even so, there are some cases where
the Build approach can make economic and
operational sense:
• Huge operation and transaction volumes (+$500 		
		million/year)
• Access to unique data
• One-of-a-kind transactions/customers
BUY: The vast majority of eCommerce operations will
experience maximum ROI by choosing the Buy approach:
• Lower upfront and recurring costs
• Less time required to implement and maintain
• Reduced headcount and personnel costs
• Simpler security and compliance

http://info.kount.com/request-a-demo

5 Year Total Cost of Ownership

$30M
$25M
$20M

Build
Buy

$15M

Total Cost
to Build

$10M

Total Cost
to Buy

$5M
0

Year 1

Year 2

Year 3

Year 4

Year 5

Total cost of ownership. The Build approach costs $8.39 million more
compared to the Buy approach when measured over a 5-year period. Costs
are based on a typical online eCommerce operation processing 10 million
transactions in year one, with 7% growth in years two through five.
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Want a Closer Look?
In just 30 minutes, we’ll show you how Kount’s
SaaS model makes buying enterprise-class fraud
prevention more affordable and easier, while
delivering maximum ROI.

Our investment in Kount has increased
our profitability, reduced expenses, and
significantly improved customer satisfaction

SCHEDULE A LIVE DEMO

with on-line orders. We have increased
on-line sales by 23%—with a projected
growth of 30% by year end—while reducing

AWARD-WINNING RESULTS

chargebacks by 72%.
Skip Myers

Director of Loss Prevention

SOURCES: 1 https://cardnotpresent.com/report-businesses-to-lose-7-2-billion-to-cnp-fraud-by-2020-may-12-2016, 2 https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed

http://info.kount.com/request-a-demo

